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Cybersecurity is becoming a major concern for schools and universities in the Philippines as they rely more on digital tools for

everything from enrollment to synchronous and remote classes. The rapid shift online has opened them up to a growing number of
with new, Al-powered attacks on the rise.

cyber threats, especially

The biggest challenges are a lack of training, outdated technology, and limited budgets. Many schools just aren’t doing enough—
they don't regularly train students and staff on cybersecurity, nor do they enforce basic rules like strong password policies. Even
though the threats are real and getting more dangerous, many institutions treat cybersecurity as a secondary concern. The recent data
breach at Romblon State University and ongoing warnings from experts show that waiting isn't an option. It's clear that Philippine
State Universities and Colleges (SUCs) must act now to protect their data, maintain trust, and ensure protecting institutional integrity,
complying with national cybersecurity norms, safeguarding stakeholder trust, and enabling uninterrupted educational mission.

Recommended Citation:
De Ramos, N.M, Esponilla, F.D., & Mamauag, J.G., Developing the Cybersecurity Contextual Model in Philippine Higher Educational Institutions: Key Gaps and

Strategic Actions for Education, Infrastructure, and Governance. Policy Brief Series 10 (2), pp. 1-6. Philippine Normal University Educational Policy Research and

Development Office.
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Introduction

Philippine higher educational institutions are operating in a
digital environment that is increasingly fraught with cyber risks.
Recent surveys show that 84-85% of organizations in the
Philippines experienced cybersecurity breaches in 2024, yet
only 6% of organizations are assessed as having achieved a
“mature” level of readiness (BusinessWorld, 2025).

In one headline case, Romblon State University was breached in
April 2024 by a hacker group that exposed sensitive information
of students and faculty, highlighting that even state colleges and
universities (SUC) are not immune (Gil, 2024).

These trends underscore a pressing need for HEIs to shift from
reactive to proactive cybersecurity postures. Key gaps include
underinvestment in infrastructure, limited staff and student
training, weak policies, and inadequate monitoring. Without a
clear, coordinated framework to guide investment, training,
policy development, and accountability, institutions remain
vulnerable. A cybersecurity contextualized model-based
approach offers structure: identifying what inputs (training,
infrastructure, policies) are required, what activities these
enable, and how those activities translate into outputs and
measurable outcomes, thereby ensuring that resources are used
effectively to build institutional resilience and protect sensitive
data.

This study employed a multiple-case study design, utilizing
purposive sampling of IT experts from selected Philippine State
Universities and Colleges (SUCs) to investigate cybersecurity
challenges. Data were gathered via structured interviews and
subjected to thematic analysis, enabling the systematic
identification of recurrent vulnerabilities and institutional
practices. Notably, the original report's omission of precise
details on the number of institutions and respondent
demographics limits the findings to an exploratory, context-
bound scope, precluding statistical generalizability.

The analysis identified systemic deficiencies across four
primary domains: inadequate user awareness and behavioral
practices, deficient cloud and cybersecurity strategies, lack of
specialized governance positions, and inconsistent investments
in defensive infrastructure. A proposed logic model framework
delineates connections between requisite inputs (e.g., training,
policies, technology), activities, and quantifiable outcomes;
however, it remains conceptual, awaiting empirical validation.

Key Issues

While many organizations in the Philippines are hit by
cyberattacks, most are not prepared to handle them, with only
about 6% considered to have "mature" cybersecurity
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(Newsbytes Philippines, 2025). This lack of readiness is also a
major issue for higher educational institutions who face similar
vulnerabilities. They often struggle with a lack of user training,
weak policies, outdated technology, and a shortage of skilled
staff. These weaknesses leave universities and colleges and
DepED schools highly exposed to serious threats like data
breaches, service interruptions, and damage to their public
image.

1. User Awareness, Education, and Behavior
» Many faculty, staff, and students lack sufficient understanding
of basic cybersecurity practices—password hygiene, account
sharing, recognizing phishing, etc. “user education” as a major
challenge.

e Older faculty members and non-IT users often share
credentials or use generic/default logins. Such human errors
increase vulnerability.
* Free WiFi and cloud-based tools are sometimes accessible
only to personnel, IT students, and not all users, leaving many
unaware of safe usage.

2. Lack of Skilled Human Resources & Certifications
 There is a shortage of trained cybersecurity professionals in
academic institutions and across public/private sectors. HEIs
often don’t have cybersecurity specialists; often, existing MIS
or IT staff are expected to handle security among many other
duties.

¢ Certifications are recognized as valuable but are under-
prioritized due to high costs, limited budget, and lack of
institutional support.

3. Weak or Incomplete Institutional Policies & Strategy
* Many SUCs do not have coherent and comprehensive
information security strategies or roadmaps. Policies are often
ad hoc, underdeveloped, or not enforced uniformly.
* Governance roles are unclear — there is rarely a dedicated
security officer, formal oversight, or routine mechanism for
policy review, incident response, or best practices sharing.

4. Infrastructure, Technology & Cloud Security Gaps
* The use of personal or unsecured devices (e.g., unpatched
computers, default credentials) is common. SUCs often lack
fully licensed and up-to-date security tools.
* Cloud usage is increasing, but many HEIs are not adequately
guarded against cloud security risks. Some institutions haven’t
prioritized cloud security due to costs.

5. Underfunding & Resource Constraints
* Budget limitations prevent HEIs from acquiring necessary
security infrastructure, engaging in regular training, hiring or
training dedicated staff, getting up-to-date tools, or pursuing
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certifications.

e Cybersecurity is often viewed as secondary to other
institutional priorities until something bad happens. This
reactive rather than proactive posture increases long-term risk.

6. Internal Threats and Risk from Insider / Shared & Weak
Credentials

* Many of the threats come from inside: shared accounts, weak
or generic logins, misuse of access by staff or students.
* System breach attempts, website defacements, malware, etc.,
are frequent, and internal users often account for a
disproportionate share of security incidents.

7. Lack of Monitoring, Incident Response & Measurement
* HEISs often lack systematic monitoring (logs, access records),
well-defined incident reporting mechanisms, or a way to assess
whether  policies and interventions are  working.
* There is also often no regular evaluation or feedback loop to
refine strategies or policies based on evolving threats.

8. Rapidly Evolving Threat Landscape & Technological
Complexity

* Threats are growing more complex (malware, phishing,
DDoS, insider threats, cloud misconfigurations, supply chain
vulnerabilities) which require advanced tools and skills to
counter.

* Al-related threats and alert fatigue are also emerging issues in
the broader Philippine context.

Key Findings and Policy Recommendations

This study found that higher educational institutions are facing
serious cybersecurity challenges including low levels of user
education, weak cloud security, incomplete or poorly developed
information security strategies, and widespread use of
unsecured personal devices. These gaps limit institutions’
ability to proactively defend against threats.

To help address these challenges, the study proposes a
contextualized cybersecurity model or a framework that links
what needs to be invested (training, technology, policy), what
actions should be taken, and what outcomes should result so
institutions can better plan, implement, and measure their
cybersecurity efforts.

To enhance applicability, recommendations are prioritized by
feasibility and wurgency: immediate measures emphasize
awareness training and policy enforcement; medium-term
initiatives establish formalized governance; and long-term
efforts cultivate technical capacity and resilience. This tiered
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approach facilitates

efficient resource allocation toward

enduring cybersecurity preparedness.

Area

Findings

User Education &

Lack of regular training/orientation; older

Awareness faculty sharing credentials; free WiFiusage
info restricted only to IT students.

Security Strategy &[No clear roadmap in many SUCs; no

Governance dedicated cybersecurity officer; budget

limitations hinder certifications and proper
protection.

Technological &

Some use firewalls, antivirus, IDS; but

Infrastructure many institutions still use local systems,

Readiness have minimal online systems, and no full
MIS/infrastructure in place.

Exposure to[Frequent attempts at website defacement,

Threats &|script-kit  attacks, misuse of shared

Incidence accounts; internal accounts more often

implicated than external hackers.

Policy Alternatives & Trade-offs

Option

Pros Cons / Challenges

awareness (for all
staff, faculty,
students)

Increase training & |Low cost;

Requires continuous

immediate impact  |effort; possibly
on reducing human |resistance; needs
vulnerability; dedicated

improved culture of |personnel/time.
security.

cybersecurity
governance
units/officer roles

Establish dedicated |Clearer

Budget constraints;
accountability; lack of specialized
focused strategy; human resources;
better monitoring & |time to

incident response.  [institutionalize role.
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Upgrade Stronger technical |Costly; maintenance
infrastructure & defenses (e.g. & updating require
adopt modern firewalls, IDS,
security tools endpoint protection);|technical
reduces attack complexity.
surface.

ongoing resources;

Mandatory policy |Sets minimum Needs enforcement;
& standards baseline; helps in  |compliance culture
(password policies, [compliance and may be weak;
access control, consistency; easier |oversight required.
incident logging, |monitoring.
cloud security)

Policy Recommendations

The proposed HEIs Cybersecurity Contextualized Model
provides a structured framework: identifying what inputs
(training, resources, governance) are needed, what actions
(policy creation, monitoring, incident response) should follow,
and what outcomes (reduced breaches, better preparedness,
stronger culture) should result.

By adopting this model, HEIs can bridge the gap between
current vulnerabilities and desired resilience. The model helps
ensure that every investment and policy is aligned, measurable,
and accountable—transforming cybersecurity from a reactive
issue into a planned, institution-wide priority.

1. Implement mandatory cybersecurity training, orientation, and
certification for faculty, administrative staff, and students.

2. Designate information security officers in each HEIs, with
clear responsibilities for monitoring, policy enforcement, and
incident response.

3. Develop a national/regional/institutional roadmap (in
collaboration among DICT, CHED, DepEd, PASUC, PNP,
NBI) for cybersecurity readiness across HEIs, including
benchmarks for infrastructure, governance, and awareness.

4. Allocate dedicated funding for cybersecurity infrastructure,
software licenses, and regular audits.

5. Formulate and enforce institutional policies on password
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management, account sharing, cloud security usage, endpoint
protection, and incident logging.

6. Encourage public-private partnerships to provide discounted
or shared cybersecurity services, technical support, and capacity
building.

Conclusion

Strengthening cybersecurity in HEIs is no longer optional—it is
essential for institutional integrity, continuity, and trust. By
focusing first on user education, governance, and foundational
policies, and by allocating resources strategically, HEIs can
significantly reduce vulnerabilities. Collaboration among HEIs
and with government agencies will help in scaling solutions and
ensuring sustainability.

The HEIs Cybersecurity Contextualized Model is not just
another theory—it is a necessary, practical framework that can
meaningfully strengthen security across Philippine higher
educational institutions. The model addresses the very gaps that
leave HEIs exposed: lack of user training and awareness; vague
or absent policy roles; underinvestment in infrastructure; poor
monitoring; and weak incident response. By clearly defining
what inputs (training, technology, governance) are needed,
mapping actionable strategies (seminars, policy enforcement,
access controls), and tying them to measurable outcomes (fewer
breaches, stronger policies, operational resilience), the HEIs
cybersecurity  contextualized model converts nebulous
challenges into structured, accountable action.
Moreover, this model dovetails with broader national efforts,
such as the National Cybersecurity Plan 2023-2028 and aligns
with global standards for cybersecurity governance. For
instance, the government’s commitment to minimum
information security standards, increased technical skill
development, and awareness campaigns shows strong
momentum.

Implementing the HEIs model can help leverage this
momentum: not only to comply with regulatory expectations but
to build internal capacity, reduce risks proactively, and protect
sensitive data and institutional reputation.

Ultimately, HEIs adopting this contextualized model are
investing in long-term institutional health. Better security means
fewer disruptions, stronger trust among students, faculty, staff,
and external partners; less financial loss from breaches; and the
ability to embrace digital transformation with confidence.
Institutions that fail to act—or that act too slowly—risk
exposing themselves to avoidable harms. In a rapidly evolving
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threat environment, this framework is an essential blueprint:
coherent, measurable, and aligned with both local context and
national cybersecurity ambitions.
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